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ABSTRACT 

 
ARTICLE INFO 

Cloud computing, generated data in electronic form which are very large in amount. 

There is a requirement to maintain this data efficiently of data recovery services. To 

fulfil these requirements, we discussed Remote Smart Data Back-up Technique Using 

Cloud Computing (SBA) we propose. There are two objectives of our proposed system, 

Firstly, it help the users to collect information from any remote location in the absence 

of network connectivity and second to recover the files in case of the file deletion or if 

the cloud gets destroyed or crashed due to any reason. Proposed SBA will take small 

time of recovery process. So that the time related issues are being solved by Proposed 

Seed Block Algorithm. It dose use used any of the existing encryption 

techniques ,proposed SBA and  also focuses on the security or privacy concept for the 

back-up files stored at remote server. 
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I.  INTRODUCTION 

Cloud computing provide us to online data storage 

where data stored in form of virtualized pool that is usually 

hosted by third parties. There are number of client share the 

resources and memory .So that it is possible that other 

customers can access your data. . The cloud computing also 

gigantic technology which is surpassing all the previous 

technology of computing like cluster, grid, etc. Remote data 

integrity is required because, to archiving and taking backup 

of data, the services are not limited. Because, the complete 

state of the server that takes care of the heavily generated 

data which remains unchanged during storing at main cloud 

remote server and transmission.  

Network access to a share pool of configurable 

computing service, National Institute of Standard and 

Technology defines as a model for enabling convenient that 

can released with minimal management effort or services 

provider and provisioned rapidly. . Our cloud storage may 

be destroy and danger due to either human errors faulty 

equipment’s, a bug, any criminal attack or network 

connectivity. And the changes in the cloud may also be 

made frequently, which is also called as data dynamics. The 

data dynamics is supported by various operations such as 

insertion, deletion and block modification. To overcome the 

disadvantages of previous computing techniques, the need 

of cloud computing increasing now a days due to its 

advantages.  On large data center the hosting company 

operates large data and according to the requirements of the 

customer these data center virtualized the resources and 

expose them as the storage pools that help user to store files 

or data objects. 

For back-up and recovery services integrity is very 

important.  

II. LITERATURE SURVEY 

In literature many techniques have been proposed, which 

are HSDRT[1], PCS[2], ERGOT[4], Linux Box [5], 

Cold/Hot backup strategy [6] etc. These all techniques 

discussed the data recovery process. However, behind the 

various successful techniques, there are same critical issue 

like, implementation complexity, low cost, security and time 

related issues. To fulfil these issues, in this paper we 

propose a smart remote data backup algorithm, Seed Block 

Algorithm (SBA). There are two objectives of our proposed 

system, first it help the users to collect information from any 

remote location in the absence of network connectivity and 

second to recover the files in case of the file deletion or if 

the cloud gets destroyed due to any reason. 

2.1 Performance Evaluation of a Disaster Recovery 

System and Practical Network System Applications: 
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In this paper author presents evaluation results for a high 

security disaster recovery system using distribution and rake 

technology. In an experimental evaluation, the encryption 

and spatial scrambling performance and the average 

response time have been estimated in terms of the data file 

size. Discussion is also provided on an effective shuffling 

algorithm to determine the dispersed location sites. Finally, 

this paper describes a proto type system configuration for 

several practical network applications, including the hybrid 

utilization of cloud computing facilities and environments 

which are already commercialized. 

 

2.2   Parity Cloud Service (PCS): A Privacy-Protected 

Personal Data Recovery Service 

As most data are generated in an electronic format, 

the necessity of data recovery service became larger and the 

development of more efficient data recovery technology and 

backup has been an important issue during the past decade. 

While lots of effective recovery and backup technologies, 

including data DE duplication and incremental backup have 

been developed for enterprise level data backup service, few 

works have been done for personal efficient data recovery 

service. Since the privacy protection and security is a crucial 

issue for providing a personal data recovery service, a plain 

data back-up based recovery service is not adequate for 

public service. Users are unexpected to upload their critical 

data to the internet backup server until they can fully trust 

the service provider in terms of the privacy protection. In 

this paper, we propose a data recovery service framework 

on cloud infrastructure, a Parity Cloud Service (PCS) that 

provides a privacy-protected personal/private data recovery 

service [7] [9].  

                           The proposed framework does not require 

any user data to be uploaded to the server for data recovery. 

Also the necessary server-side resources for providing the 

service are within a reasonable bound. In the backup system  

proposed file backup mechanism, the combination of the 

following technologies such as a subsequent random 

fragmentation of the file,  a spatial random scrambling of 

file data, the corresponding encryption and duplication for 

each fragmented one by using a stream cipher in each 

encryption stage, and the corresponding notification of the 

history data of the used encryption key code sequence which 

we call metadata in addition can effectively realize the 

prompt file backup and highly secure system economically 

only when they are combined at the same time. In case of 

disaster occurrences in data backup centre, the prompt data 

recovery can be easily and securely achieved by making use 

of a widely distributed great amount of PCs or cellular 

phones via several supervisory servers which are secretly 

diversified and functionally combined mutually. This paper 

proposes the above mentioned state-of-the art hybrid 

disaster recovery mechanism and its basic characteristics. 

2.4 ERGOT: Distributed Infrastructures of a Semantic-

based System for Service Discovery  

Semantics to enable their precise and efficient retrieval. 

Two common approaches toward this goal are Distributed 

Hash Tables (DHTs and Semantic Overlay Networks (SONs  

with semantic extensions. This paper presents ERGOT, a 

system that combines SONs [8] and DHTs [9] to enable 

semantic-based service discovery in distributed 

infrastructures such as  Clouds  and Grids . ERGOT takes 

advantage of semantic annotations that enrich service 

specifications in two ways: first services are advertised in 

the DHT on the basis of their annotations, thus allowing to 

establish a SON among service providers, second 

annotations enable semantic-based service matchmaking, 

using a novel similarity measure between service 

descriptions and requests. Experimental evaluations 

confirmed the efficiency of ERGOT in terms of accuracy of 

search and network traffic. 

III.  PROPOSED SYSTEM 

We think, Backup server is duplicate of main cloud. 

When this Backup server is at far away from the main server 

and having the complete state of the main cloud, then this 

remote location server is called as Remote Data Back-up 

server. The main cloud is called as the central repository and 

remote backup cloud is called as remote repository. 

 

Fig 1: Architecture of Remote data Backup Server 

When the central repository loss/lost its data under any 

circumstances either of any natural calamity or by human 

attack or deletion which has been done mistakenly and then 

it uses the information from the remote repository. The main 

purpose of the remote backup facility is to help user to 

collect information from any remote location if network 

connectivity is not available or if data not found on main 

cloud. As shown in Fig-1 If the data is not found on central 

repository clients are allowed to access the files from remote 

repository (i.e. not directly).The Remote backup services 

should cover the following issues: 

1) Information Integrity 

Information Integrity is certain with complete state and the 

whole structure of the server. It is the measure of the 

validity and fidelity of the data present in the server. It 

verifies that data such that it does not changed during 

translate process and reception. 

2) Information security 

Giving full protection to the client’s data is also the utmost 

priority for the remote server. And either unintentionally or 

intentionally, it should be unable to access by third party or 

any other users/client’s. 
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3) Information Confidentiality 

Sometimes client’s data files should be kept 

confidential such that if no. of users one by one accessing 

the cloud, then data files that are personal to only particular 

client must be able to hide from other clients on the cloud 

during accessing of file. 

4) Trustworthiness 

The remote cloud must possess the Trustworthiness 

characteristic. Because the  client /user stores their private 

data; therefore the cloud and remote backup cloud must play 

a trustworthy role. 

5) Cost efficiency 

The cost of process of data recovery should be 

efficient so that most of company/clients can take advantage 

of back-up and recovery service.  

 

IV. DESIGN OF THE PROPOSED SEED BLOCK 

ALGORITHM 

Many techniques have been proposed for recovery and 

backup which are HSDRT[1], ERGOT[4],  PCS[2], Linux 

Box[5], Cold/Hot backup strategy[6] etc. security, Less 

implementation complexity, low cost, and time related 

issues are still challenging in the field of cloud computing. 

To overcome these issues we propose SBA algorithm, we 

will discuss the design of proposed SBA in detail. 

 

 

 

Fig. 2. System Architecture 

 

Seed Block Algorithm (SBA) architecture: 

The main purpose of this algorithm is focuses on simplicity 

of the recovery and back-up process. In this algorithm uses 

the concept of Exclusive– OR (XOR) operation of the 

computing world. For ex: - Suppose there are two data files: 

A & B. When we XOR A & B it produced X. If we want 

our A data file back which was destroyed then we are able 

to get A data file back, then it is very easy to get back it 

with the help of B & X data file. The Seed Block Algorithm 

works to provide the simple recovery and Back-up process. 

The architecture of this algorithm is shown in Fig.2. Fig.2 

consist of the Main Cloud and it’s the Remote Server and 

clients. 1st we set a random number in the cloud and unique 

client id for every client. 2nd, whenever the client id is 

being register in the main cloud; then client id and random 

number is getting EXORed ( ) with each other to generate 

seed block for the particular client. The generated seed 

block corresponds to all each client is stored at remote 

server.    

When client upload the file in cloud first time, it is stored at 

the main cloud. When it is stored in main server, the main 

file of client is being encrypted using EXORed with the 

Seed Block of the particular client. And that EXORed file is 

stored at the remote server in the form of file’(dash file). If 

either unfortunately file in main cloud damaged /crashed or 

file is been deleted mistakenly, then the user will get the 

original file by EXORing file’ with the seed block of the 

corresponding client to produce the original file and return 

the resulted file i.e. original file back to the requested client.  

 

SBA Algorithm 

Initialization: Main Cloud:  Remote Server: ; 

Clients of Main Cloud: ; Files:  and ; 

Seed block: ; Random Number:  ; 

Client’s id:  

Input: make by ; is generated at ; 

Output: Recover file after deletion at  

Given: Authenticated clients could allow downloading  

uploading and do modification on its own the files only. 

Step 1: Generate a random number [rand()]. 

             Int  =  

Step 2: Create a seed Block  for each and Store 

              at  

             = (Repeat step 2 for all clients) 

Step 3: If / creates/modifies a  and stores  

             at , 

             then create as 

             =  

Step 4: Store  at  

Step 5: If server crashes  deleted from , 

            then, we do EXOR operation to retrieve the original 

as : =  

Step 6: Return  to . 

Step 7: END. 

 

 

V. Result Analysis 
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In this section, Depending on the how much 

security is present. The data recovery is becoming easy. For 

the main cloud’s server and remote server respectively, as 

we are in the initial stage we will definitely handles all the . 

we studied the experimentation and result of the SBA 

algorithm. For experimentation we focused on different 

minimal system requirement for main cloud’s server. 

V. Conclusion 

In this paper  ,we can concluded that Proposed SBA is 

helping the users to collect information from any remote 

location in the absence of network connectivity and also to 

recover the files in case of the file deletion or if the cloud 

gets destroyed due to any reason. 

The time related issues are also being solved by proposed 

SBA such that it will take minimum time for the recovery 

process. 
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